RM Easymail users (Traffordlearning accounts)

Can we apologise for the disruption caused last week (w/c 21/3/2011) to this service and thank you for your patience as RM resolved the issues.  
Unfortunately our, and other local authority’s, accounts were subject to a malicious software attack ( a botnet) that caused an excessive amount of Spam mail to be sent between accounts thus eventually disabling them. This attack also occasionally set the option ‘forward mail’ to a fictitious address preventing the owner from receiving any mail and/or changed the signature that is displayed on your ‘sent’ emails. 

Particularly vulnerable were accounts with weak passwords, often with the password being similar to the username or a simple word that could be found in a dictionary. To protect yourself, and others, from future attacks can you please ensure that your accounts have secure passwords.
These should be 

· At least 8 characters long

· Contain at least 3 of 

· Upper case letters

· Lower case letters

· Numbers

· Punctuation 

· NOT be an easily recognisable word, name or place

· NOT use part of your email address such as admin

For further advice and to check the strength of your password visit http://www.passwordmeter.com/ 
How to change your password (RM Easymail)

1. Click Options at the top-right of any EasyMail Plus page.
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The Options page displays.

2. Make sure the General tab is selected.
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3. Scroll down to the Change Password section.

4. Enter your current password, then your new password twice for confirmation.

Your password must be at least 8 characters long, and may contain letters, numbers and special characters such as * or #. It cannot contain spaces or international characters such as ø or å.

Your password is also case sensitive; that is, upper and lower case characters are treated differently, so Billy6 is not the same as billy6.

5. Click Change Password.

Full easy mail online help is available at http://mail.prisupport.easymail.ifl.net/cp/content/help/version_80/Advanced/em_help.htm
If your account is automatically forwarding mail.

It will seem as though any mail to your account is not being received. Occasionally the sender will receive a message saying the mail is undeliverable to a fictional account ( often a nondescript account using gmail, yahoo, hotmail such as gnammna@yahoo.com etc.). This is because the ‘forwarding’ option has been set by the malicious code.
To remedy this …. 

To set or edit auto-forward

1. Click Options at the top-right of any EasyMail Plus page.
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The Options page displays.

2. Click the Mail tab. 
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3. In the Auto-Forward section, untick the 'Forward incoming mail' tickbox.

4. In the Destination text box, delete the erroneous email address that has been set. 

5. Click Save Changes.

Full easy mail online help is available at

http://mail.prisupport.easymail.ifl.net/cp/content/help/version_80/Advanced/em_help.htm 

If your account has had the signature changed.

Send a mail to a friendly account and ask them to check your details. If they are not correct then edit them as follows.

To set up a signature

1. Click Options at the top-right of any EasyMail Plus page.
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The Options page displays.

2. Click the Mail tab. 
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3. In the Signatures section, click Add.

4. In the Add Signature window, select a format for your signature: HTML or Plain Text.

5. In the Name text box, enter a name by which you can identify the signature.

6. In the Signature window, enter the text as you want it to appear on the message.

7. Click OK.

The name of your new signature will now appear in the signatures section. You can add further signatures if you wish, for use in different circumstances. When you send an email you can select which signature to use.

To edit a signature

1. Click Options at the top-right of any EasyMail Plus page.

The Options page displays.

2. Click the Mail tab. 

3. In the Signatures section, select the name of the signature you want to edit then click Edit.

4. In the Add Signature window, make the required changes then click OK.

Full easy mail online help is available at

http://mail.prisupport.easymail.ifl.net/cp/content/help/version_80/Advanced/em_help.htm 
